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Abstract. This work explores model-based attack injection technique
to analyse the severity of attacks to a platoon made of autonomous vehi-
cles. Once the model of the cyber-physical system has been defined and
built, we proceed to the identification of the threats that may be used to
exploit the vulnerabilities of the control system of the autonomous car.
Then we design driving and attack scenarios, and run several simula-
tions in case of platoon under attack. We explore different combinations
of attack parameters and driving scenarios by using the Design Space
Exploration. Finally, we use the collected simulation traces to improve
the knowledge on the resiliency of the system to the attacks; as well as to
gauge the severity of the attacks and the possible relations between the
attack parameter and the effect on the overall behavior of the system.
The methodology provides quantitative evidence for risk assessment and
reveals critical vulnerabilities in platoon coordination mechanisms.

Keywords: Cyber-physical systems · Model-based design · Cyber-attacks
· Co-simulation.

1 Introduction

Autonomous driving systems are complex Cyber-Physical Systems (CPS) [22]
that perceive surrounding environment via sensors and actuators; and combine
computation and physical processes. In last years, several researches investigated
about the safety and security in modern computerized cars; for instance, the
paper [4] shows that remote exploitation is feasible through a broad range of
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attack vectors (i.e., mechanical tools, CD players, Bluetooth and cellular radio).
Various attacks have been developed and tested on a vehicle, proving that the
considered vulnerabilities could actually be exploited by a potential attacker. In
case of attacks through Media Player, for example, after studying the firmware
of a media player of a vehicle the authors were able to create a CD containing
malicious data that are then elaborated by the car, creating a dangerous scenario.

A platoon is a convoy of co-operating vehicles traveling at a short distance
from one another [16]. The control of the platoon is realized by means of a con-
trol law, which is constructed to guarantee inter-vehicular distance and string
stability properties. The string stability guarantees that perturbations are not
propagated along the platoon [23]. The control law is fed with data read from
the vehicles’ sensors and provides instructions (e.g., the longitudinal accelera-
tion) to preserve the platoon properties. Platoon control laws are designed to
tolerate moderate sensor errors and communication delays. However, they can-
not function properly when exposed to corrupted data, which poses significant
threats to the platoon system and can lead to system failure. Based on the degree
of data alteration, the unaware controller could lead the platoon to dangerous
conditions like a sudden emergency braking and collisions.

In model-based development [21], simulation is one of the techniques that
are usually applied, together with testing, in the analysis of systems behaviors.
In the case of cyber-physical systems, simulation often takes place in the form
of co-simulation [7,14], which allows sub-systems, each modeled with its most
appropriate languages and tools, to be composed together. In particular, co-
simulation can help developers to discover hidden issues arising from different
assumptions on the models of digital controllers and those of physical compo-
nents [2].

This work reports on analysis of the severity of data-alteration attacks in a
vehicle platoon through model-based simulation. The model is extended with
attacks that can be triggered and the effects of the attack are part of the system
model. Traces of behaviour of the platoon under attack are generated under
different operational scenarios. By analysing the simulation traces, attacks are
subsequently classified according to the severity of consequences on the safety
of the platoon. In particular, a design space exploration tool is used to vary the
attack parameters within a certain domain and to generate and collect simulation
traces.

The work is organized as follows: Section 2 introduces co-simulation technol-
ogy and the platooning application; Section 3 describes the model of the platoon
in terms of vehicle’s dynamics, the control law and the communication network;
Section 4 describes the attacks considered in the paper; Section 5 contains the
result derived by the simulation traces; and Section 6 contains discussion and
conclusions.

2 Background

This section reports basic knowledge on co-simulation technique and platooning.
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Fig. 1. Communication between the FMUs and the orchestrator.

2.1 Co-simulation

An extensive survey on co-simulation has been published by Gomes et al. in
[7], providing definitions of the fundamental concepts and a taxonomy of the
literature based on the discrete events and continuous time computational mod-
els. The main advantage of co-simulation is modeling flexibility, because it does
not require a single modeling language for all system parts (e.g., discrete and
continuous parts). The Functional Mockup Interface (FMI) [3] is an emerging
standard for co-simulation of cyber-physical systems. Many modeling and simu-
lation tools can export their models as Function Mock-up Units (FMU) that can
be run under the supervision of an FMI-based orchestration engine. A scheme
of co-simulation is shown in Fig. 1.

In our work we will use the INTO-CPS framework [10] for the co-simulation of
the platoon. An important feature that INTO-CPS provides is the Design Space
Exploration tool (DSE) [6], which is designed to solve optimization problems
related to the system’s parameters. The DSE tool is used for the data gathering
process, required to implement the attack detection rules.

2.2 Platoon

Platooning [11] is a driving strategy where multiple vehicles travel closely to-
gether. The platoon is made of two or more cars, the one in front, called the
leader, dictates the pace of the platoon; the other cars, called followers, follow
behind trying to keep the same pace as the leader.

The platoon coordination is realized through network communications, which
can be decentralized or centralized. In the following, we briefly present these two
approaches.

Decentralized Platoon Coordination Traditionally, platooning systems rely
on dedicated short-range communications (DSRC) for managing the platoon in a
decentralized fashion using the IEEE 802.11p and ETSI ITS-G5 standards [18].
Another decentralized approach is the C-V2X (cellular vehicular-to-everything)
standard that operates under the cellular network spectrum, allowing the vehicles
to directly communicate [19].

Both decentralized approaches require that each vehicle compute the control
law on board, using the data received from the other platoon members. Period-
ically, each vehicle broadcasts its own data, which will be received by the other
members that store it on board. The decentralized approach is suitable for short
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platoons and does not require any supporting network infrastructure. However,
the limited communication range, the high sensitivity to the radio interferences
and shadowing effects, pose serious threats to the effectiveness of inter-vehicular
communications, leading to severe degradation of the overall platoon perfor-
mance.

Centralized Platoon Coordination With the emergence of 5G, centralized
approaches based on cellular communications and multi-access edge computing
(MEC) become possible [16]. In the centralized platoon coordination approach,
each vehicle sends its own status to the remote controller through the mobile
network. The controller collects the status of all cars, after which the CACC
control law is applied to compute the desired acceleration of each follower. The
desired accelerations are then sent back to the cars.

The centralized approach supports long platoons and does not suffer from
the communication limitations of the decentralized systems; moreover, the cen-
tralized platoon controller has a global and unified view of the entire platoon.
Nevertheless, the network infrastructure must always be present to guarantee
stable and low-latency communication. The centralized knowledge about the
status of each vehicle in the platoon can be exploited to detect potential con-
flicting and dangerous behaviors resulting from the compromised cars.

Recently, hybrid approaches have been presented [9,19,15], combining the
benefits of different radio technologies and dynamically selecting the best coor-
dination system over time.

Our Use Case In this work we consider a centralized vehicle platoon, controlled
by the Cooperative Adaptive Cruise Control (CACC) [17]. Fig. 2 shows a platoon
made of 4 vehicles. In particular, each vehicle i = 0, 1, . . . is characterized by four
scalar values (u, x, v, a)i, these are the state variables of the vehicle. The first
value ui, i = 1, 2, . . . is the car’s input value and represents the vehicle’s desired
acceleration — that is the command sent by the controller. For the leader, value
u0 is a known function part of the problem’s hypothesis.The other values are the
output values and represent, for each vehicle, respectively, the position xi, the
velocity vi and the current acceleration ai; and are sent back to the controller,
completing the feedback loop.

Leader - Car 0 Car 1 Car 2 Car 3

CACC control law

0

Fig. 2. Example of a platoon made of 4 cars.
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Let D be the desired distance between each pair of vehicles. The acceleration
command u for the i-th vehicle, with i > 0, is given by the formula

ui = α1ai−1 + α2a0 + α3 (vi − vi−1) + α4 (vi − v0) + α5 (D − di) , (1)

where di is the distance to the vehicle in front (di = xi−1 − xi − l), with l
the length of the car), and αi are control gain parameters. We assume, in our
case-study, α = (0.5, 0.5,−0.3,−0.1,−0.04), as they are the values suggested by
the literature [20], to guarantee stability. This choice allows us to focus on the
impact of attacks on a standard CACC configuration, while the investigation of
alternative or adaptive tuning strategies is left for future work.

The desired acceleration for vehicle i, depends on the acceleration of the
vehicle in front; the acceleration of the leader; the difference of velocity between
the vehicle and the vehicle in front; the difference of velocity between the vehicle
and the leader; the gap between the desired distance D and the distance to
the vehicle in front. The overall behavior of the platoon is imposed by u0, the
acceleration command given to the leader, which is a signal dependent only on
time.

3 Platoon CPS Model

We made use of three FMUs to implement the platoon model and the driving
scenario:

– Vehicle’s dynamics FMU, this FMU implements the dynamics of the
vehicle; it was made in MATLAB Simulink using the Single Track Vehicle
Body [12] at its core to implement the physics.

– Driver FMU, this FMU is a specialised version of the former that includes
a driver for the platoon leader

– Controller FMU, this FMU implements the control law and the network
medium; it was made in Python

We have an instance of the vehicle’s dynamics FMU for each follower car in
the platoon; and a single instance of the Driver FMU and the Controller FMU.

From now, the parameters of FMU — that is the constants of the system —
will be stylized using the typewriter typeface, i.e. start_time.

3.1 Vehicle’s Dynamics

We have one single input, the desired acceleration, that is a physical value,
expressed in meter per squared second, that represents the desired acceleration
u to be imposed on the car. Firstly, the u signal passes through a first-order
filter with τ = 0.2, this is done to simulate the actuation delay of the throttle of
the car. The time constant τ represents how slowly the filter allows the signal
to pass through.

The signal u is then used as the reference of a simple feedback control system
that generates the longitudinal force Flon to impose on the cars.

Finally, the physical values (x, v, a) generated by the car body, with Flon fed
as input signal, are used as outputs of the FMU.
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3.2 Driver of the Leader

In the case of the leader car the u0 signal is internally generated instead of being
an input of the FMU. The generated signal can be tweaked via the Driver FMU’s
parameters.

0 10 20 30 40 50 60

0

2

A
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n op. steady acceleration
op. incremental acceleration
op. accelerating and braking

Fig. 3. Example of possible operational modes for the leader.

We consider three possible driving scenarios, the driving scenario can be
chosen via the operational_mode parameter. The scenarios are:

– steady acceleration, the leader accelerates at constant acceleration for the
first 10 seconds of the simulations then follows a sinusoidal signal

– incremental acceleration, the leader accelerates following a ramp for the
first 8 seconds then switches to no acceleration

– accelerating and braking, the leader alternates periods of acceleration
and deceleration with periods of no acceleration

Fig. 3 shows the possible driving behaviors for the leader, one for each of the
three operational modes.

3.3 Controller and Network Medium

The centralized CACC FMU is implemented in Python [16], it also implements
the transmission delays. There is only one instance of this FMU, reading data
from all the cars and sending back the desired acceleration ui to the follower cars.
In our study, the delay is drawn from an exponential distribution with an average
delay of 33ms in both directions, uplink and downlink, leading to a total delay
between the data reading and instruction reception of 66ms, on average. These
settings simulate a typical 5G-Edge scenario that relies on low-latency 5G slice
implementation and a platoon controller hosted on edge servers geographically
close to the platoon. As reported in [16], the chosen delay settings guarantee the
platoon stability, enforcing the respect of the inter-vehicle distance policy and
the string stability property.
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4 Attacks

We consider data alteration attacks. The attacks are implemented by modifying
the signals directly inside the vehicle FMU, in a similar manner as shown in
Fig. 4, that is the original signal u is altered in a tainted one ũ when the attack
enabled condition is satisfied. In our case the attack is activated when t ≥ tA =
attack_time.

u

Attack
Injection

ũ

Attack enabled? ≡ t ≥ tA

Fig. 4. How the attack is injected at runtime: u, the input signal, is altered into ũ.

In our scenario, the attacker targets a single vehicle within a platoon aiming
to manipulate its sensory or control systems to disrupt the regular operation
of the entire formation. The target vehicle can be any of the platoon’s vehi-
cles, whether a leader or a follower. The primary objective is to investigate the
cascading effects of such a disruption on the whole platoon, focusing on the
implications for system safety.

The attacks aim to explore vulnerabilities within the connected vehicle pla-
toon system, where vehicles are interlinked through communication and control
mechanisms. The attacker seeks to undermine vehicle coordination by attacking
just one vehicle and — as the control systems are interconnected — this can
result in significant disturbances in the overall driving behavior, vehicle spacing,
and system stability, potentially compromising safety.

The impact of the attacks varies depending on the position of the targeted
vehicle. If the vehicle under attack is the leader, the disruptions can propagate
downstream, affecting all subsequent vehicles in the platoon. Conversely, if a fol-
lower vehicle is targeted, the disruption may be more localized but still influences
the vehicles trailing behind.

4.1 Attacks on Actuators

In general, we should expect that an alteration to the original desired acceleration
u may cause an instability of the system, as the control law still computes the
correct value, but then the attacker modifies it, possibly making the feedback
loop of the control system behave erroneously.

In our study, we modify the desired acceleration u, coming from the CACC,
into an altered one called ũ; this causes the car to accelerate or brake by a
different amount than the correct one. Possible attacks on the car’s actuators,
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modeled in this work, are the shift of the control signal by a certain constant
value or the scale of the control signal by a certain factor.

We consider two possible scenarios. In the first scenario, the Shift attack,
a constant acceleration term A is added to the desired acceleration ui of a car
i, thereby modifying the signal applied to the vehicle as

ũi = ui +A. (2)

In the second scenario, the Scale attack, the desired acceleration ui of a car
i is scaled by a factor A, resulting in a modified signal given by

ũi = (1 +A)ui. (3)

4.2 Attacks on Sensors

In the context of sensor attacks, the attacker can alter sensor readings by in-
jecting a spurious signal, which may consist of N sinusoidal waves with chosen
frequencies (f) and amplitudes (A). Once N, f,A are determined, the attacker’s
main objective is to identify the frequencies at which the spurious signal signif-
icantly impacts the system.

It is important to choose the value of the frequencies properly. A frequency
too high, may lie outside the controller’s bandwidth, making the attack com-
pletely ineffective; on the other hand, a frequency too low, may be easily iden-
tifiable by reasonable error-detection checks.

Of this kind of attack, we consider and implement a single scenario in which
we replace the signals a, v, x with altered ones ã, ṽ, x̃, starting from ã and then
updating in cascade the ṽ, x̃, as described by the following:

ã(t) = g(t) + a(t) (4)

ṽ(t) = v(0) +

∫ t

0

ã(τ) dτ (5)

x̃(t) = x(0) +

∫ t

0

ṽ(τ) dτ. (6)

In such a way, the physical values of the car are altered consistently with
each other, making it difficult, for an observer, to detect that the system is
under attack.

We model three attacks, as shown by the (7). The switch between the modes
is done by setting the FMU’s parameter attack_mode; A, that is the attack am-
plitude, expressed in m× s−2; and fL, fH , that are respectively the frequencies
of the low frequency and high frequency signal.

g(t) =


A sin(fL 2πt) if attack_mode = 1

A sin(fH 2πt) if attack_mode = 2

A (sin(fL 2πt) + sin(fH 2πt)) if attack_mode = 3.

(7)
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5 Results

In this section we present examples of single simulation traces for the previously
described attacks; then we categorize, present and discuss the results obtained
from the aggregation of the data from all the simulations. The raw data are
available in a public repository [13].

5.1 Overview of the Configuration

The DSE was configured to vary the parameters to simulate different driving
scenarios and attack conditions on a platoon composed of 9 vehicles: 1 driver and
8 followers. Each trace represents a simulation of 180s of length and a simulation
step size of 10ms. The attack starts after 60 s of simulation. All vehicles start
from a standstill, spaced 1m from each other. The CACC is set to maintain a
safety distance of D = 10m. Using the DSE tool, we gathered a grand total of
2,016 simulation traces, divided in five main batches, one without attacks, the
other with different kinds of attacks.

Regarding the driving scenario, 96 possible cases were considered, as de-
scribed in Sec. 3.2. In particular, we tried, for each operational mode, several
possible values for the amount of acceleration and deceleration performed by
the leader; and of the frequency of the acceleration, in the case of sinusoidal
operation.

Regarding the attacks, we chose the value of A within the domain |A| < 1,
more specifically A = 0.08m× s−2, as such attacks are not easily identifiable;
on the contrary, a large value of A might immediately cause an error detector
to raise an error flag.

In this work we show attacks on car 1, on car 4 and the leader. For both car
1 and 4, we consider attacks on sensors and actuators, as described in Sec. 4,
starting at tA = 60s; whereas for the leader we only considered attacks on the
sensors, with the same parameters. We do not consider attacks on the actuator
of the leader, as modifying the signal u0 would just change the pace of the overall
platoon, so it’s like introducing another driving scenario. We chose car 1 and 4
because one is the car at the beginning of the platoon, the other is a car in the
middle of it.

5.2 Actuator Attacks

Let us consider an attack on car 1, that is, the control signal u1 is altered.

Shift Attack Let us consider the inter-vehicular distance between car 1 and
the leader, and the inter-vehicular distance between car 2 and car 1; noted as
d1 and d2 respectively. The distance di is computed as di = xi−1 − xi − 4m,
assuming a vehicle length of 4m.

In Fig. 5 we plot the value of the distances in the nominal case — that is in
absence of attacks — and in case of attack given by (2), considering the case of
a positive and a negative value of A = ±0.08.
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Fig. 5. Shift attack, distance d1 (b/w leader and car 1) and d2 (b/w car 1 and 2)
plotted over time.

We can observe how such an attack affects only the distance d1 (top plot),
between the leader and the car 1. In particular, a value of A = 0.08 definitively
reduces the distance to the vehicle in front by around two meters; whereas a
value of A = −0.08 definitively increases the distance by around two meters.
The distance d2 (bottom plot), between car 1 and 2, is not altered by the attack.
We didn’t report the value of d3 as it follows a similar behavior as d2.

−0.6 −0.5 −0.4 −0.3 −0.2 −0.1 0 0.1 0.2 0.3 0.4
−10

0

10

A

∆

Fig. 6. ∆ wrt nominal distance at t = 120s over A (the attack parameter).

Let us now, given a certain A, consider the error ∆ = d1 − D (D = 10m)
made when car 1 is attacked as in (2). The results are shown in Fig. 6. We
initially run the simulation within the domain A ∈ [−0.6, 0.6] discretized with
step 0.01. We exclude from further analysis the interval [−0.6, 0.4) as car 1 ends
up rear-ending the leader. Overall, we can see how negative values of A are non
fatal, as the gap between vehicles increases, thus causing only an efficiency loss.

As result, we observe that there is a linear relation between A and ∆. After
a linear regression, we can show that for the considered domain the relation
between A and ∆ can be expressed, with R2 = 0.996, as ∆ ≃ −25.41 ·A− 0.06.

Scale Factor Attack In Fig. 7 we plot d1 with the attack described by (3). The
figure shows that the gap between car 1 and the leader only scales by a certain
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Fig. 7. Scale attack, distance d1 plotted over time.

factor without impacting the platoon’s safety. This shows us that the control
law is able to operate in under this kind of attack, although its performance is
degraded. For brevity’s sake, we omitted d2, d3 as they don’t show any differences
compared to the baseline.

5.3 Sensors Attack

Let us now consider two sample cases of attacks, as formulated by the (4), in
which the physical values (x, v, a) are altered. We ran the simulation once with
no attack and then two times with A = ±0.08, starting at tA = 60s and always
on car 1.
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Fig. 8. Sensor, distance d1 and d2 between car 2 and 1 plotted over time. The red star
denotes the crash between the two vehicles.

In Fig. 8 the results of the three simulations are shown. We can see how in
both cases we have a crash at around t ≃ 80s. With A> 0, we see car 2 rear-
ending car 1, as d2→0; whereas with A < 0, we see car 1 rear-ending the leader,
as d1→0. It can be observed that the behavior persists for any value of A.
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Fig. 9. Distribution of the min/max of all the following distances across all scenarios.

5.4 Severity of Attacks

Data Distribution Let us study the distribution of the minimum and maxi-
mum distance d across all simulation traces. For the maxima, for each simulation
trace we consider the

M = max
i=0,...,8

max
t

di(t)

and, similarly, the minima are computed using the min operator.
The results are shown in Fig. 9, the red dotted line is the desired distance

D = 10m, the orange points are the maxima and the blue ones the minima.
We can see how, without any attack, the value concentrates around the de-

sired distance D = 10m±2 and it does not go below 8m. In the case of attacks on
actuators, as shown in the previous section, with the chosen value of A, there’s
only a definitive and constant change in inter-vehicular distance but no colli-
sions. As already observed, for the chosen parameters, we have collisions, that
is d = 0, in case of attacks on sensors. When the leader is under attack (on its
sensors), the effect on the distances are less severe, as the data points are more
concentrated near the D line; whereas attack on car 1 and 4 generate larger
deviations from the baseline.

Trace Labeling We defined three class of severity, in ascending order: OK,
TOO CLOSE and COLLISION. Given a simulation step t and a car i, we can de-
fine a label L(t, i) whose value is COLLISION, in case of collision, TOO CLOSE
if di(t) ≤ 8, chosen by studying the plot in Fig. 9, as in the case of no attack the
distances never go below such a threshold. Otherwise, label OK is used.

The 8-meter threshold for the TOO CLOSE classification is determined by
the operational tolerance of the platoon. The desired inter-vehicle distance is set
to D = 10m. Under normal operation, the CACC controller maintains distances
within ±20% of this target, as shown by Fig. 9. The 8-meter threshold repre-
sents a deviation from the desired distance. At this distance, the system is no
longer operating as designed. The objective of platooning is to maintain close
inter-vehicular distances at high speeds, making deviations beyond the control
tolerance critical safety indicators.
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Then, we define a global label for the entire simulation trace as

Mtrace = max
i=0,...,8

max
t

L(t, i). (8)

Then we aggregate the resulting labels of simulation traces by class, computing
the cardinality of each class, the final figures, shown in percentages, are reported
in Table 1.

Table 1. Aggregated results from the simulation traces.

Label class No
attack

Leader
sensors

Car 1
sensors

Car 1
actuators

Car 4
sensors

Car 4
actuators

OK 100.00% 33.33% 33.33% 50.00% 33.33% 75.00%
TOO CLOSE 0.00% 0.00% 0.00% 50.00% 0.00% 25.00%
COLLISION 0.00% 66.67% 66.67% 0.00% 66.67% 0.00%
Tot. traces 96 576 288 384 288 384

Our labeling might be used as an aid to provide an estimate of the impact rat-
ing, in the framework of Threat Analysis and Risk Assessment (TARA) activity
in the field of cybersecurity engineering in automotive [8].

6 Conclusions

This work has presented a comprehensive model-based approach for analyzing
the severity of cyber-attacks in vehicle platooning systems. Through the de-
velopment of high-fidelity co-simulation models incorporating vehicle dynamics,
control laws, and communication networks, we have demonstrated the effective-
ness of simulation-based techniques in assessing the impact of various attack
scenarios on platoon safety.

Our results reveal several critical insights into attack severity: actuator at-
tacks, particularly the shift attack, show a predictable linear relationship between
attack magnitude and inter-vehicle distance deviation; sensor data alteration at-
tacks prove particularly dangerous, consistently leading to collisions in approx-
imately 2/3 of simulated scenarios regardless of the attacked vehicle’s position;
and scale factor attacks on actuators, while affecting vehicle spacing, demon-
strated lower immediate safety risks compared to other attack types. These
results suggest possible detection approaches that might be installed on the
network edge and/or the vehicles and will be the topic of future work.

The shown method has the advantage of being modular and a large domain
of combinations of parameters and attack scenarios can be explored using the
DSE tool. Such an approach might be useful in the design and early prototyping
to gauge and assess the risk and the safety countermeasures to adopt in the
system to limit the exploitable attack vectors.

Future work will study the resilience of the platoon to the attacks with dif-
ferent CACC control parameters. It will also further examine adverse network
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conditions. This could involve longer simulations in which the platoon traverses
road segments under specific environmental conditions known to degrade net-
work performance. In addition, more complex scenario will be considered, for
instance, platoons in which multiple cars are attacked simultaneously with a
heterogeneous set of attacks. Moreover, future work will also involve validation
using higher-fidelity simulators like CARLA [5] and BeamNG.tech, [1] which
offer more advanced models of sensor data and vehicle dynamics.
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